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provided in one or more mailings as in-
formation is available. 

(ii) If the covered entity knows the 
individual is deceased and has the ad-
dress of the next of kin or personal rep-
resentative of the individual (as speci-
fied under § 164.502(g)(4) of subpart E), 
written notification by first-class mail 
to either the next of kin or personal 
representative of the individual. The 
notification may be provided in one or 
more mailings as information is avail-
able. 

(2) Substitute notice. In the case in 
which there is insufficient or out-of- 
date contact information that pre-
cludes written notification to the indi-
vidual under paragraph (d)(1)(i) of this 
section, a substitute form of notice 
reasonably calculated to reach the in-
dividual shall be provided. Substitute 
notice need not be provided in the case 
in which there is insufficient or out-of- 
date contact information that pre-
cludes written notification to the next 
of kin or personal representative of the 
individual under paragraph (d)(1)(ii). 

(i) In the case in which there is insuf-
ficient or out-of-date contact informa-
tion for fewer than 10 individuals, then 
such substitute notice may be provided 
by an alternative form of written no-
tice, telephone, or other means. 

(ii) In the case in which there is in-
sufficient or out-of-date contact infor-
mation for 10 or more individuals, then 
such substitute notice shall: 

(A) Be in the form of either a con-
spicuous posting for a period of 90 days 
on the home page of the Web site of the 
covered entity involved, or conspicuous 
notice in major print or broadcast 
media in geographic areas where the 
individuals affected by the breach like-
ly reside; and 

(B) Include a toll-free phone number 
that remains active for at least 90 days 
where an individual can learn whether 
the individual’s unsecured protected 
health information may be included in 
the breach. 

(3) Additional notice in urgent situa-
tions. In any case deemed by the cov-
ered entity to require urgency because 
of possible imminent misuse of unse-
cured protected health information, 
the covered entity may provide infor-
mation to individuals by telephone or 
other means, as appropriate, in addi-

tion to notice provided under para-
graph (d)(1) of this section. 

§ 164.406 Notification to the media. 
(a) Standard. For a breach of unse-

cured protected health information in-
volving more than 500 residents of a 
State or jurisdiction, a covered entity 
shall, following the discovery of the 
breach as provided in § 164.404(a)(2), no-
tify prominent media outlets serving 
the State or jurisdiction. For purposes 
of this section, State includes American 
Samoa and the Northern Mariana Is-
lands. 

(b) Implementation specification: Time-
liness of notification. Except as provided 
in § 164.412, a covered entity shall pro-
vide the notification required by para-
graph (a) of this section without unrea-
sonable delay and in no case later than 
60 calendar days after discovery of a 
breach. 

(c) Implementation specifications: Con-
tent of notification. The notification re-
quired by paragraph (a) of this section 
shall meet the requirements of 
§ 164.404(c). 

§ 164.408 Notification to the Secretary. 
(a) Standard. A covered entity shall, 

following the discovery of a breach of 
unsecured protected health informa-
tion as provided in § 164.404(a)(2), notify 
the Secretary. 

(b) Implementation specifications: 
Breaches involving 500 or more individ-
uals. For breaches of unsecured pro-
tected health information involving 500 
or more individuals, a covered entity 
shall, except as provided in § 164.412, 
provide the notification required by 
paragraph (a) of this section contem-
poraneously with the notice required 
by § 164.404(a) and in the manner speci-
fied on the HHS Web site. 

(c) Implementation specifications: 
Breaches involving less than 500 individ-
uals. For breaches of unsecured pro-
tected health information involving 
less than 500 individuals, a covered en-
tity shall maintain a log or other docu-
mentation of such breaches and, not 
later than 60 days after the end of each 
calendar year, provide the notification 
required by paragraph (a) of this sec-
tion for breaches occurring during the 
preceding calendar year, in the manner 
specified on the HHS Web site. 
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